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startTime string &
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endTime string &
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charingTime long o HL A Z R &

stationld string Bk ID (AT &

stationNo string WL (ARETERNTD =
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power float 5
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thirdTradeNo String HEREIETT FRIRK o
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parkId string %17 1D/ 5 id 5
orderNo string FLHIT RS g
NGS5 (7R
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. ZEEREWBONER WA REHREILE -
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{“carNums”: [ 3¢

AA01017], “charingTime” : 247000, “elecMoney”: 0. 16, “endTime”:72021-01-21
17:56:00”, “orEndTodGunoutTime” : 100, “orderNo”: ”11402900000191510021012151579017
7, "parkId”:”3001417”, "plateNo”: " i

AA01017, “power”:0. 16, “serviceMoney” : 0. 48, “stationNo” : “1140290000019151”, “start
Time”:72021-01-21 17:51:53”, “stationld”:”00c0353e-0db4-4d87-aba6-
3af45f834bad”, “stationName”: " 243"}
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skey: YDwwpoC6sylwqT8m
isvkey: A68DwQdXvNEAMpxV

RS CRs 30 )
{

data: j1Ch5d99+0BX1CgrKdVtml1CX50+hfNgrNMBoB1H/18X0mY4YsGf4ZbZ2bpCIPbtqx7nx1kkaO
EmnV+sUbtaEMWdhgy7F0akBVQUOCgrvenyH6P05VbES1r00 JeCkIgD2TI0H]YxZYtnk70Ds8+1NucumL
0t7pAOavhgRggFtTcizrmVP J1SssEcRisMxPkYRghT9AZnfmL+hNo9rYgoCrxwvZzXgHOmrVDv4XAD
fyygMbdvp4HgWYo8wv0zJJ11ipkKfcluS8FOOKVt jy8IRX4d9WDfC60BK4onL.Wd1K47Rfbsi2L+N6kPB
ZvBeyipAL9r jG9zvIBS JbTGIDwN1knxdKGp+qRs3Hz80SHbPpT40YELFVdJikymfkgiy6VMXGOnHZT
ErVTrEEFgV1x0BdbAcTA9T8KvItyEUrM4Zu5vM30UwKvehxZ1iuf0lpNsLW7AmehMVQeKVVkkbHnk i
zabWcOUsLK9pdVf6gH+cadE1sPqHiD/TEQH8QJonxFBr j j4IRy8T j/0hNsYtsQvgcrKKO1Q==

}
REME BN N 2 AR5 A% =0
0 A 2 -
{
“code”: 0,
“failue reason”: "I I”,
"discount fee”: ”8”
}
RIEINE CHISCINE)
{
"data”: “HZBcnmgCIfhuXjdy4gZUSp070xV3stBslpley+LpyROowueIgDOiouQ=="

}
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IS5~ IfEE T HIE: IN% encrypt2 fi#% decrypt2

import org. apache. commons. codec. binary. Base64;
import org. slf4j.Logger;

import org. slf4j. LoggerFactory;

import sun.misc.BASE64Decoder;

import sun.misc.BASE64Encoder;

import javax.crypto.Cipher;

import javax.crypto. spec. IvParameterSpec;
import javax.crypto. spec. SecretKeySpec;

import java. security.MessageDigest;

import java. security.NoSuchAlgorithmException;

/%%
* Created by Administrator on 2017/10/13 0013.
*/

public class AESUtil {

private static final Logger LOGGER =
LoggerFactory. getLogger (AESUtil. class) ;

/%%



*/

private static final String SKEY = “abcdefgabcdefgl3”;

// N sSrc: N F4F H sKey : % 4H ivStr: WG A &

public static String encrypt2(String sSrc, String sKey, String ivStr)
throws Exception {

if (sKey == null) {
System. out. println ("Key N%¥ null”) ;
return null;

}

// FIWr Key 2159 16 fiL

if (sKey.length() != 16) {

System. out. println(String. format ("Key KJEA & 16 {7, sKey:%s
length :%d”, sKey, sKey.length()));

return null;
}
bytel] raw = sKey. getBytes ("UTF-87) ;
SecretKeySpec skeySpec = new SecretKeySpec (raw, “AES”);

Cipher cipher = Cipher. getInstance ("AES/CBC/PKCS5Padding”) ;//” &k /15
W IN Ty v

IvParameterSpec iv = new IvParameterSpec (ivStr. getBytes ("UTF-87));//f#
F CBC #, TRE—ANm= iv, AJHEIINE LR 58 1234567890123456

cipher. init (Cipher. ENCRYPT MODE, skeySpec, 1iv);



// sSrc= escapeChar (sSrc) ;

byte[] encrypted = cipher. doFinal (sSrc. getBytes ("UTF-87)) ;

String str = new BASE64Encoder (). encode (encrypted) ;

str. replaceAll ("\r\n”, ””);//window

str

str. replaceAll ("\n”, ””)://linux

str

return str;//new BASE64Encoder (). encode (encrypted) ;//iAbf#i F BASE64 i
AL IhEE, [RIETREACE] 2 N BIER

}

/] fRE  sSrc:ffEEE L sKey: % ivStri IR E

public static String decrypt2(String sSrc, String sKey, String ivStr)
throws Exception {

try {
// HIWT Key /215 IEHf
if (sKey == null) {
System. out. println ("Key N%¥ null”) ;
return null;
}
// FIWr Key 2154 16 47

if (sKey.length() != 16) {



System. out. println(String. format ("Key KJEA & 16 {7, sKey:%s
length :%d”, sKey, sKey.length()));

return null;
}
bytel] raw = sKey. getBytes ("UTF-87) ;
SecretKeySpec skeySpec = new SecretKeySpec (raw, “AES”);
Cipher cipher = Cipher. getInstance (“"AES/CBC/PKCS5Padding”) ;
IvParameterSpec iv = new IvParameterSpec (ivStr. getBytes ("UTF-87)) ;
cipher. init (Cipher. DECRYPT MODE, skeySpec, 1iv);

byte[] encryptedl = new BASE64Decoder (). decodeBuffer (sSrc) ;//4cH
base64 fifs%

try |
bytel] original = cipher. doFinal (encryptedl) ;
String originalString = new String(original, “UTF-87);
// originalString= unEscapeChar (originalString) ;
return originalString;

} catch (Exception e) {
e. printStackTrace () ;
System. out. println(e. toString()) ;
return null;

}

} catch (Exception ex) f{

System. out. println(ex. toString()) ;



return null;

public static String getHmacMd5Str (String key, String data) {
String result = ”77;
try {
byte[] keyByte = key. getBytes ("UTF-8”) ;
bytel[] dataByte = data. getBytes ("UTF-8") ;
byte[] hmacMd5Byte = getHmacMdbBytes (keyByte, dataByte);
StringBuffer md5StrBuff = new StringBuffer() ;
for (int i = 0; i < hmacMd5Byte. length; i++) {
if (Integer. toHexString (0xFF & hmacMd5Byte[i]). length() == 1)
md5StrBuff. append (“0”) . append (
Integer. toHexString (0xFF & hmacMd5Bytel[i])) ;
else
md5StrBuff. append (Integer
. toHexString (0xFF & hmacMd5Byteli])) :

}

result = md5StrBuff. toString(). toUpperCase () ;



} catch (Exception e) {
// logger.error (“error getHmacMd5Str()”,e);
e. printStackTrace () ;

}

return result;

/%%

* AN R YR data, W% EH key, {HH hmac-md5 BTN, AR5 IR A H0%E
gEH B8 rfc2104 HMAC & VEANB5LI .

* @param key

S EH

* @param data

* R e B
* @return NN Zh

*

@throws NoSuchAlgorithmException

*/



public static byte[] getHmacMdbBytes(bytel[] key, bytel[] data)
throws NoSuchAlgorithmException {
/%
* HmacMd5 calculation formula: H(K XOR opad, H(K XOR ipad, text))
* HmacMd5 45 A3: H(K XOR opad, H(K XOR ipad, text))

* HAREE hash Hik, AREdfiH MD5 57k, KARKREH, text MAREIMNE I
i ipad N 0x36, opad AN 0x5C.

%/
int length = 64;
byte[] ipad = new byte[length];
byte[] opad = new byte[length];
for (int i = 0; i < 64; i++) |
ipad[i] = 0x36;
opad[i] = 0x5C;
}
bytel] actualKey = key; // Actual key.
byte[] keyArr = new byte[length]; // Key bytes of 64 bytes length
/%

* If key' s length is longer than 64, then use hash to digest it and
use

* the result as actual key. HIHRZBEHKE, KT 64 737, #ifFHEHH
7, TPEERE, ERNEIEMESH.

*/



if (key. length > length) {
actualKey = mdb (key) ;

}

for (int i = 0; i < actualKey. length; i++) {
keyArr[i] = actualKeyl[il;

}

/%

* append zeros to K WIRZFAKEA L 64 75, A 0x00 #5552 64 F

*/
if (actualKey. length < length) {
for (int i = actualKey. length; i < keyArr. length; i++)

keyArr[i] = 0x00;

/%

* calc K XOR ipad /% 9IM ipad HEAT RS H .
*/

bytel[] kIpadXorResult = new byte[length];

for (int i = 0; i < length; i++) {

kIpadXorResult[i] = (byte) (keyArr[i] =~ ipad[il);



/%

* append “text” to the end of “K XOR ipad” {3 hns#dEi8 n% K XOR
ipad TFHEZE R 51 .

%/

byte[] firstAppendResult = new byte[kIpadXorResult. length +
data. length];

for (int i = 0; i < kIpadXorResult. length; i++) {
firstAppendResult[i] = kIpadXorResult[i];

}

for (int i = 0; i < data.length; i++) {

firstAppendResult[i + keyArr. length] = datali];

/%
* calc H(K XOR ipad, text) f#FMaAEL15 s R
*/

bytel] firstHashResult = md5(firstAppendResult) ;

/%
* calc K XOR opad {fiF# A opad #1477 EZ 57 .
*/

bytel] kOpadXorResult = new byte[length];



for (int i = 0; i < length; i++) {

kOpadXorResult[i] = (byte) (keyArr[i] =~ opad[il);

/%
* append “"H(K XOR ipad, text)” to the end of “K XOR opad” ¥ H(K XOR
* ipad, text)Z5HIENNE|K XOR opad 25 %5 1HI
*/
byte[] secondAppendResult = new byte[kOpadXorResult. length
+ firstHashResult. length];
for (int i = 0; i < kOpadXorResult. length; i++) {
secondAppendResult[i] = kOpadXorResult[i];
}
for (int i = 0; i < firstHashResult. length; i++) {

secondAppendResult[i + keyArr. length] = firstHashResultl[i];

/%

* H(K XOR opad, H(K XOR ipad, text)) Xt L [fifE#EATIAAIZH.
%/

bytel[] hmacMd5Bytes = md5 (secondAppendResult) ;

return hmacMdbBytes;



private static bytel[] md5(bytel[] str) throws NoSuchAlgorithmException {
MessageDigest md = MessageDigest. getInstance ("MD5”) ;
md. update (str) ;

return md. digest () ;



