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HESLHNE
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HE] 8 (TimeStamp)
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2 REFEEEFEATR
BN A i B BEYIR
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e EPIE L
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B A A )
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00001","status":4,"currentA":0,"currentB":0,"currentC":0,"voltageA":0,"voltageB":0,"
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6) F-IRF-25 U 25 ) 5 2R (istr) RN 2] 26 T 28 A G5 2R P A HR (ostr) UK B85
DI mdSiz T 26 75 A0 A M B it (ostr), i HH B2 45 2R (out).
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6: HAth
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/**

* e

*

* @param data

WINEEHE

* @param dataSecretlV #Ji5/alE AES # 16bytes. DES 7 Sbytes
## AES BIEETH 128/192/256 bits.Bll: 16/24/32bytes, DES [BEFETLH

* @param dataSecret

128bits, Bl 8bytes,
* @return

*/

public static String encrypt (String data, String dataSecretlV, String dataSecret) {

try {

if (data == null || data.isEmpty()) {

n,

return "";




}

IvParameterSpec zerolv = new IvParameterSpec(dataSecretlV.getBytes());

SecretKeySpec key = new SecretKeySpec(dataSecret.getBytes(), "AES");

Cipher cipher = Cipher.getinstance(" AES/CBC/PKCS5Padding"); //PKCS5Padding [ PKCS7Padding
HFE, PKCS7Padding B[5%#5 I0S HIHFE

cipher.init(Cipher. ENCRYPT_MODE, key, zerolv);

byte[] encryptedData = cipher.doFinal(data.getBytes( "UTF-8"));

return Base64.encodelencryptedData).replace("\n", "").replace("\r", "");
} catch (Exception e) {
Jog.error("AesUtil-encrypt—error: param:
encrypted:{},dataSecret|V:{},dataSecret:{}",data,dataSecretlV,dataSecret,e);

return "";

R

Sk
* R
*/
public static String decrypt (String data, String dataSecretlV, String dataSecret) {
try {
if (data == null || data.isSEmpty()) {
return "";
}
byte[] byteMi =Base64.decode(data);
IvParameterSpec zerolv = new IvParameterSpec(dataSecretlV.getBytes());
SecretKeySpec key = new SecretKeySpec(dataSecret.getBytes(), "AES");
Cipher cipher = Cipher.getinstance("AES/CBC/PKCS5Padding");
cipher.init(Cipher. DECRYPT_MODE, key, zerolv);
byte[] decryptedData = cipher.doFinal(byteMi);
return new String(decryptedData, "UTF-8");
} catch (Exception e) {

return "";



B4

ok
* @param aValue JEZERIRX, BLEZE
* @param sigSecret EEZEH
* @s XEFHN—FFIFEATINER /%
*/
public static String hmacSign (String aValue, String sigSecret) {
byte[] k_ipad = new byte[64];
byte[] k_opad = new byte[64];
byte[] keyb;
byte[] value;
keyb = sigSecret.getBytes(StandardCharsets. UTF_8);
value = aValue.getBytes(StandardCharsets. UTF_8);

Arrays.fillk_ipad, keyb.length, 64, (byte) 54);
Arrays.fillk_opad, keyb.length, 64, (byte) 92);
for (int i = 0; i < keyb.length; i++) {
k_ipad[i] = (byte) (keyb[i] » 0x36);
k_opad[i] = (byte) (keyb[i] * 0x5¢c);

MessageDigest md;

try {
md = MessageDigest.getinstance("MD5");

} catch (NoSuchAlgorithmException e) {
return null;

}

md.update(k_ipad);

md.update(value);

byte[] dg = md.digest();

md.reset();

md.update(k_opad);



md.update(dg, 0, 16);
dg = md.digest();
return foHex(dg);

% 16 BE

public static String toHex (byte[] input) {
if (input == null) {
return null;
}
StringBuffer output = new StringBuffer(input.length * 2);
for (byte b : input) {
int current = b & Oxff;
if (current < 16) {
output.append("0");
}
output.append(Integer. toString(current, 16));
}
return output.toString().toUpperCase();

IR, %4 . token FHH

INBEIE: encryptData=encrypf decryptData, DataSecretlv, DataSecret);
BEEE0HE . decryptData=decrypf encryptData, DataSecretlv, DataSecret)
EREE sig = hmacSign(ret + msg + data, SigSecret);

token £ 5% token=encrypf Operator]D+uuid, DataSecretlV, OperatorSecret)
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