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27 DEE REBE

. String EEZH OB ANEE | 4
8 5 B =

parkId string | F3 IDERASHL ID —30) | &

orderNo string |FHITHES CRRTFNZT &

plateNo string |[BRVINEMS (HPRE) &
FHIFAEI T A S A

startTime string P
yyyy—-MM—dd HH:mm:ss
FEHLEE RS ] AR AT

endTime string &
yyyy—-MM—dd HH:mm:ss

charingTime |long 7o HLI ] =P P

stationld string | H¥E ID (ARFNRNT) P

stationNo string |[MHEgIE CRREFENT &

stationName |string |HWEZIR (ARFAT) &
o R AL A%

power float e
AL B, NS 2 48
B2 (AR

elecMoney float I
AT TT
%% (AR

serviceMoney|float 1=
AT TT

carNums String[] | EBSES P

IR [Al{E
27 DX Lo REBR




parkId string | ID/uh A id %5

orderNo string |FEHIT RS o

plateNo string |ZERS (&4 1H) i

discount fee |[float |Vl% &% e
1, 985 )

flag string %5
0, ¥4 KIL

failue reason|string |5 H o
01 >R B 20

code Integer | HAMIN KN RGRE AW &
A

Ty ERRH
A0 A A -

{”carNums”: [ ¢

AA01017], “charingTime” : 247000, “elecMoney”: 0. 16, “endTime”: 72021-01-21
17:56:00”, “orEndTodGunoutTime” : 100, “orderNo”: ”11402900000191510021012151579017
7 "parkId”:”3001417”, “plateNo”: " &

AA01017, “power”:0. 16, “serviceMoney”: 0. 48, “stakeNo”: ”1140290000019151”, “startTi
me”:”72021-01-21 17:51:53”7, “stationld”:”00c0353e-0db4-4d87-abab—

3af45f834bad”, “stationName”:” 243"}

ThEH -

skey : YDwwpoC6syIwgT8m
isvkey: A68DwQdXvNEAMpxV

RS
{

data: j1Ch5d99+0BX1CgrKdVtml1CX50+hfNgrNMBoB1H/18X0mY4YsGf4ZbZ2bpCIPbtqx7nx1kkaO
EmnV+sUbtaEMWdhgy7F0akBVQUOCgrvenyH6PO5VbESro0]cCkIgD2I0HJYxZYtnk 70Ds8+1NucumL
0t7pAOavhqRgqFtTcizrmVP J1SssEcRisMxPkYRgbT9AZnfmL+hNo9rYgoCrxwvZzXgHOmrVDv4XAD
fyygMbdvp4HgWYo8wv0zJJ11ipkKfclu8FOOKVt jy8IRX4d9WDfC60BK4onL.Wd1K47Rfbsi2L+N6kPB
ZvBeyipAL9r jG9zvIBS JbTG1DwN1knxdKGp+qRs3Hz80SHbPpT40YELFVdJikymfkgiy6VMXGOnHZT



ErVTrEEFgV1x0OBdbAcTA9T8Kv I tyEUrM4Zub5vM30UwKvehxZ1iuf01pNsLW7AmehMVQeKVVkkbHnk i
zabWcOUsLK9pdVf6gH+cadElsPqHiD/TEQHS8QJonxFBr j j4IRy8Tj/0hNsYtsQvqcrKKO1Q==

}

R[EME G R 7RI s 0O
{

code:0,

orderNo:12313213213131323,

parklId: 123,

failue reason:” Jak#HpIh”
flag:1

——

75~ fEE T HIE: % encrypt2 % decrypt2

import org. apache. commons. codec. binary. Base64;
import org.slf4j.Logger;

import org.slf4j.LoggerFactory;

import sun.misc.BASE64Decoder;

import sun.misc.BASE64Encoder;

import javax.crypto.Cipher:

import javax. crypto. spec. IvParameterSpec;
import javax. crypto. spec. SecretKeySpec;

import java. security.MessageDigest;

import java. security.NoSuchAlgorithmException;



/%
* Created by Administrator on 2017/10/13 0013.
*/

public class AESUtil {

private static final Logger LOGGER =
LoggerFactory. getLogger (AESUtil. class) ;

/%

private static final String SKEY = “abcdefgabcdefgl3”;

// N sSrc: N F4FH sKey : % %H ivStr: WG A &

public static String encrypt2(String sSrc, String sKey, String ivStr)
throws Exception {

if (sKey == null) {
System. out. println ("Key N%¥ null”) ;

return null;

}
// FIWr Key &1 N 16 L

if (sKey.length() != 16) {



System. out. println(String. format ("Key KJEAZE 16 £, sKey:%s
length :%d”, sKey, sKey.length()));

return null;
}
byte[] raw = sKey. getBytes ("UTF-8") ;
SecretKeySpec skeySpec = new SecretKeySpec (raw, “AES”):

Cipher cipher = Cipher. getInstance ("AES/CBC/PKCS5Padding”) ;//” B/
2/ AME T

IvParameterSpec iv = new IvParameterSpec (ivStr. getBytes ("UTF-87));//f#
H CBC #5, TFE—/NmE iv, IS g 1234567890123456

cipher. init (Cipher. ENCRYPT MODE, skeySpec, 1iv);
// sSrc= escapeChar (sSrc) ;

bytel[] encrypted = cipher. doFinal (sSrc. getBytes ("UTF-8”)) :

String str = new BASE64Encoder (). encode (encrypted) ;

str. replaceAll ("\r\n”, ””);//window

str

str = str.replaceAll ("\n”, ””7);//linux

return str:;//new BASE64Encoder (). encode (encrypted) ;// it Aab{¥ F BASE64 fif
AL Thee, [FETEERRE] 2 hn= e

}

// fRE  SsSrc:fREHE L sKey: %4 ivStr: WG A &



public static String decrypt2(String sSrc, String sKey, String ivStr)
throws Exception {

try {

length :%d”,

base64 fif2x

// FIWr Key 7& 15 IE
if (sKey == null) {
System. out. println ("Key N%¥ null”) ;

return null;

}
// FIWr Key =275 16 £
if (sKey.length() != 16) {

System. out. println(String. format ("Key KJEAZE 16 £, sKey:%s
sKey, sKey. length()));

return null;
}
byte[] raw = sKey. getBytes ("UTF-8") ;
SecretKeySpec skeySpec = new SecretKeySpec (raw, “AES”):
Cipher cipher = Cipher. getInstance ("AES/CBC/PKCS5Padding”) ;
IvParameterSpec iv = new IvParameterSpec (ivStr. getBytes ("UTF-8"));
cipher. init (Cipher. DECRYPT MODE, skeySpec, 1iv);

bytel] encryptedl = new BASE64Decoder (). decodeBuffer (sSrc) ;//4:H

try {

byte[] original = cipher. doFinal (encryptedl);



String originalString = new String(original, “UTF-87);
// originalString= unEscapeChar (originalString) ;
return originalString;

} catch (Exception e) {
e.printStackTrace () ;
System. out. println(e. toString()) ;
return null;

}

} catch (Exception ex) f{
System. out. println(ex. toString()) ;

return null;

public static String getHmacMd5Str (String key, String data) {
String result = ”77;

try {
byte[] keyByte = key. getBytes ("UTF-8”) ;
byte[] dataByte = data. getBytes ("UTF-8”):

byte[] hmacMd5Byte = getHmacMd5Bytes (keyByte, dataByte);

StringBuffer md5StrBuff = new StringBuffer();



for (int i = 0; i < hmacMd5Byte. length; i++) {
if (Integer. toHexString (0xFF & hmacMd5Bytel[i]). length() == 1)
md5StrBuff. append (“0”) . append (
Integer. tolexString (0xFF & hmacMd5Bytel[i])) ;
else
md5StrBuff. append (Integer
. toHexString (0xFF & hmacMd5Byteli]));
}

result = md5StrBuff. toString (). toUpperCase () ;

} catch (Exception e) {
// logger. error (“error getHmacMd5Str()”,e);
e. printStackTrace () ;

}

return result:



/%

* JGFREINEEYE data, WIS key, A hmac—md5 FiEATINE, SRR AN
GEHL B8 rfc2104 HMAC By 28523,

* @param key

* 24

*

@param data

* T s A

*

@return JZE45 B

*

@throws NoSuchAlgorithmException
*/
public static bytel] getHmacMd5Bytes (bytel] key, byte[] data)
throws NoSuchAlgorithmException {
/%
* HmacMd5 calculation formula: H(K XOR opad, H(K XOR ipad, text))
* HmacMd5 i A: H(EK XOR opad, H(K XOR ipad, text))

* HARER hash Hik, AREAfiH MD5 57%, KARKREH, text AR BN
i ipad N 0x36, opad A 0x5C.

*/

int length = 64;

byte[] ipad = new byte[length];
byte[] opad = new byte[length];
for (int i = 0; i < 64; i++) |

ipad[i] = 0x36;



use

opad[i] = 0x5C;
}
byte[] actualKey = key; // Actual key.
byte[] keyArr = new byte[length]; // Key bytes of 64 bytes length
/%

* If key's length is longer than 64, then use hash to digest it and

* the result as actual key. HIHRZBHKE, KT 64 77, #ifdHMEAHE

% WPHREHE, (FNE LR,

*/
if (key. length > length) {
actualKey = md5 (key) ;
}
for (int i = 0; i < actualKey. length; i++) {
keyArr[i] = actualKeyli];
}
/%
* append zeros to K WIRZHAKEAL 64 F17, AT 0x00 #h55 2 64 F

*/
if (actualKey. length < length) {
for (int i = actualKey. length; i < keyArr. length; i++)

keyArr[i] = 0x00;



/%

* cale K XOR ipad f2 % 9IAN ipad HEAT R BUEH .
*/

bytel[] kIpadXorResult = new byte[length];

for (int i = 0; i < length; i+t) {

kIpadXorResult[i] = (byte) (keyArr[li] =~ ipadlil);

/%

* append “text” to the end of “K XOR ipad” {3 hn& £ #EiE8 in% K XOR
ipad TE 25 R 51

*/

byte[] firstAppendResult = new byte[kIpadXorResult. length +
data. lengthl];

for (int i = 0; i < kIpadXorResult. length; i++) {
firstAppendResult[i] = kIpadXorResult[i];

}

for (int i = 0; i < data.length; i++) {

firstAppendResult[i + keyArr. length] = datali];



/%
* calc H(K XOR ipad, text) f#FIMa75 5yt 50 b g SR 2
*/

bytel] firstHashResult = md5(firstAppendResult) ;

/%

* calc K XOR opad f#H]Z 8 opad HEAT 5 Biz 5.
*/

bytel[] kOpadXorResult = new byte[length];

for (int i = 0; i < length; i++) {

kOpadXorResult[i] = (byte) (keyArrli] =~ opadli]);

/%
* append “"H(K XOR ipad, text)” to the end of “K XOR opad” ¥ H(K XOR
* ipad, text)Z5HIEBME]K XOR opad 253 5 1H
*/
byte[] secondAppendResult = new byte[kOpadXorResult. length
+ firstHashResult. length];
for (int i = 0; i < kOpadXorResult. length; i++) {

secondAppendResult[i] = kOpadXorResultl[il];



for (int i = 0; i < firstHashResult. length; i++) {

secondAppendResult[i + keyArr. length] = firstHashResultl[i];

/%

* H(K XOR opad, H(K XOR ipad, text)) Xf F-THIf¥I4HE#EAT WA IE 5
*/

bytel[] hmacMd5Bytes = md5 (secondAppendResult) ;

return hmacMd5Bytes;

private static bytel] md5(bytel] str) throws NoSuchAlgorithmException ({
MessageDigest md = MessageDigest. getInstance ("MD5”) ;
md. update (str) ;

return md. digest () ;



